
Confidence in every 
customer: SCA for 
mobile banking made 
simple with tru.ID



Strong Customer Authentication 
comes into force from 14th 
September 2021, meaning issuers 
must validate users’ identity using 
multiple factors. But the most 
common authentication methods 
cause major friction, leading to a 
significant drop in conversions due to 
the inconvenience for users. 



Worse still, legacy methods such as 
SMS OTP don’t truly prove 
possession – because they can be 
accessed remotely, they’re a way in 
for fraudsters and other criminals. 



The good news is that authenticating 
with the SIM card solves both 
problems. Powerful, in-band, 
possession-factor authentication 
which feels like magic to the user is 
now possible... 
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SCA for Banks

How to implement SCA without 
a 25% drop in conversions

What is Strong  
Customer Authentication? 

Use SIM-based authentication from 
tru.ID – the more secure, lower friction 
alternative to SMS PIN codes

From 14th September 2021, enforcement of 
SCA will begin in the UK, and for certain 
transactions, issuers will be responsible for 
validating a user’s identity with two different 
factors from a list of three.
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A potential 25-30% 
conversion drop

Friction vs fraud – the 
terrible trade-off

Typically, passwords are used as the 
knowledge factor. The second factor 
most commonly used is possession 
of a mobile phone, which is typically 
done using a one-time PIN code 
sent via SMS.  However, adding this 
second authentication factor into the 
checkout flow introduces significant 
extra friction and can increase 
customer drop-off. When other 
sectors have introduced similar 
two-factor authentication (2FA) 
solutions, the typical drop in 
conversions is 25-30%.

Until now, there has been no real 
choice – you could either have low 
friction, or low fraud, not both. 
Additional security checks such as 
SMS 2FA mean waiting for a code to 
arrive, making the experience lengthy 
and irritating for users, which results 
in that huge drop-off figure. 

a bad actor pretends to be the 
victim and persuades a telco 
employee to issue them with a 
new SIM card (saying they have 
lost their mobile phone). The 
fraudster then uses that new SIM 
card to directly capture the PIN 
codes sent by SMS and takes over 
the victim’s account before they 
realise what’s happened.

a bad actor makes a password 
reset attempt on a victim’s 
account, then pretends to be a 
bank employee, calls the customer 
and persuades them to hand over 
the PIN they just received by SMS. 
The attacker then changes their 
password, takes over their 
account and steals all their money.

Even worse – SMS OTP still 
leaves you open to fraud

Not only does SMS OTP cause 
friction and lower conversion, but it 
doesn’t even solve the fraud 
problem because bad actors have 
quickly discovered its two big 
vulnerabilities:

Social Engineering of the PIN


SIM Swap fraud
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In addition, sending an SMS OTP 
doesn’t actually prove possession of 
a mobile device or SIM card (as 
required by EBA Opinion, paragraph 
25). 



It could be any number, such as a 
virtual number, which is able to 
receive SMS. Nor does it prove that 
the number, mobile device, or SIM 
card is actually in the possession of 
the user trying to transact.

A better alternative: tru.ID 
SIM-based authentication

tru.ID uses the SIM card in a mobile 
phone to authenticate the user in 
real-time, without the need to send 
an SMS. The result is a fast, 
frictionless user experience that is 
highly secure, eliminates virtual 
numbers and with no risk of social 
engineering or SIM swap fraud.



A SIM card comes with impregnable 
cryptography and is the same piece 
of highly secure, scalable and proven 
microcomputer technology that you 
can see in every credit card.  A 
mobile phone number is also uniquely 
tied to an individual SIM card. This 
pairing of credentials, therefore, is 
entirely unique, not duplicable and 
cryptographically secure. 



 Mobile banking apps

 Open Banking

 Card Payments

This solution can be implemented in a 
number of different ways, depending 
on the use case:
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How does it work?

When prompted, a user simply types 
their mobile number and the SIM card 
is silently verified in real-time. The 
authentication takes place through the 
creation of a secure data session over 
the mobile network from the device 
that they are using.



Because the mobile operator can 
cryptographically verify the identity of 


the SIM card in the mobile device, 
tru.ID can then confirm that the mobile 
number associated with that SIM card 
is the same as the number that was 
entered, and confirm that the SIM 
card has not changed.  As well as 
being more secure, the user 
experience is far simpler, as shown 
below, which greatly improves 
conversion rates.  


Other financial services 
use cases

In addition to SCA, tru.ID SIM-based 
authentication can also be used to 
reduce friction and eliminate fraud in 
a number of other use cases for the 
financial services, including:

 User Registration + Login

 User re-authentication

 Step-up security

 Continuous authentication
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Contact us

https://tru.id/

To learn more about SCA with tru.ID and other 
products, or to arrange a demo customised around 
your business needs, visit our website at: 
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